Passing application meta-data from app via EVE to
controller

Motivation

Setting up a communication channel from the app instance to the controller meaning that EVE won't save anything. EVE will pass on the information to the
controller whatever app instance will send. Downloading kubeconfig from the K3S cluster instance is the first use case of the proposal. Kubeconfig is used
to configure access to a K3S cluster instance when used in conjunction with the kubectl command-line tool or any other client.

EVE and Controller Communication Proposal

EVE will use the existing device info API for sending app instance metadata information to the controller. We will introduce a new structure for app
instance metadata which will have application UUID, data, and its type.

/'l Appl nst Met aDat a sends netadata of an application instance
/1 e.g kubeconfig, etc
/1 Size of app netadata <= 32KB
nessage ZI nf oAppl nst Met aData {
string uuid = 1;
Appl nst anceMet aData type = 2;
bytes data = 3;
}
/'l Different types of app instance netadata
enum Appl nst Met aDat aType {
APP_I NST_META_DATA _TYPE_NONE = O;
APP_| NST_META_DATA_TYPE_KUBE_CONFI G = 1;
}

App Instance and EVE Communication Proposal

Need a mechanism in EVE to enable file exchange between EVE and the application instance. Zedrouter in EVE currently implements some API endpoints
at http://169.254.169.254/ where the application instances can fetch some data. We could add some new EVE-specific POST APIs under http://169.
254.169.254/evelv1.

For downloading kubeconfig, we will add POST API http:/169.254.169.254/eve/v1/kubeconfig on which seed server application instance of K3S cluster will
publish its kubeconfig. In zedrouter, we will get the kubeconfig of the K3S cluster and we will forward it to zedagent and will send it to the controller from
the zedagent in the device info message. However, this only works if the size of the data is limited to less than about 32 KB.

Appendix

® Sample K3S Cluster KubeConfig File


http://169.254.169.254/
http://169.254.169.254/eve/v1/
http://169.254.169.254/eve/v1/
http://169.254.169.254/eve/v1/kubeconfig

apiVersion: v1
kind: Config
clusters:
- name: "test-cluster"
cluster:
server: "https://104.211.222.233/k8s/clusters/c-6n45m"
certificate-authority-data: "LSOtLS1CRUdJTIBDRVJUSUZJQOFURSOtLSOtCk1JSUJpRENDQ\
VM2Z0F3SUJBZ0ICQURBS0JnZ3Foa2pPUFFRREFqQTANUNd3R2dZRFZRUUtFeE5rZVe1aGIXbGoKY\
kdsemRHVNVaWEIOYjNKbk1Sc3dHUVIEVIFRREV4SmtlVzVoYldsamJHbHpkR1Z1WIhJdFkyRXdla\
GNOTWpBeApNREV5TURjMUSUQXpXaGNOTXpBeE1ERXdANRGMxTIRBeldgQTdNUNd3R2dZRFZRUUtFe\
E5rZVc1aGJIXbGpiR2x6CmMRHVNVaWEIOYjNKbk1Sc3dHUVIEVIFRREV4SmtIVzVoYldsamJHbHpkR\
1Z1WIhJdFkyRXdXVEFUQmdjcWhrak8KUFFJIQkJInZ3Foa2pPUFFNQkJI3TKNBQVJzalA3cjNCU3VYd\
112d3pIQON1NVovVzNazZGxIQIpZSDN5cW1vVHBrNgoxLzhGSkdiMVhNSE01d3IxSUUOWVJIZY TJImd\
3FPdkFjM2VKL2xJSGXCdORZVmMI95TXdIVEFPQmMAOVKhROEJBZjhFCkIJBTUNBcVF3RHAZRFZSMFRBU\
UgvQkFVdOF3RUIvekFLQmMdncWhrak9QUVFEQWdOSUFEQkZBaUF5YNRRSEPINESKZVJucW9MajduM\
WATSEZ0aFZDOURxSmM1DeUtrUzduSE9RZ0loQU9uUNCtpbEIXdOhyVXBxMFp2bFhic1BLaENRawpnM\
GVYaGkwOS9zSIQOV1E2CiOtLSOtRUSEIENFUIRJRKIDQVRFLSOtLS0="

users:
- name: "test-cluster”
user:

token: "kubeconfig-user-5vmrh:858wtpjhnkstqv5cOwgbjgjw5scxx4l5hgdfwprrkpepsvbzws6eqlz”

contexts:
- name: "test-cluster”
context:
user: "test-cluster”
cluster: "test-cluster"

current-context: "test-cluster"

® Sample request body sent from application instance to EVE


https://104.211.222.233/k8s/clusters/c-6n45m

"kind": "Config",
"api Version": "v1",
"preferences": {},
"clusters": [
{
"nanme": "multi-device-cluster-seedserver",
"cluster": {
"server": "https://192.168. 254. 180: 6443",
"certificate-authority-data":
" LSOt LS1CRUdJTi BDRVJUSUZJ QOFURSOt LSOt Ck1JSUJkak NDQVI yZOF3SUJBZ0l CQURBS0JnZ3Foa2pPUFFRREFqQAYNUOV3SHIZRFZRU
UREQThy TTNNdGWY Vnk KZG1We Ux XTrmh RREUy TWh Zd 09 EUTNNREF3SCGhj Tk 1qRXdOek V5 TVRBe E1UUXd XaGNOT Xp Fd056 RXdNVEF4TVRRdwp
Xak FqTVNFdOh3WURWIVFEREJock0z TXR) M Z5ZG1We Ux XTmhRREUy TWWZd09EUTNNREF3V1RBVEJInY3Foa2pPC BRSUJCZ2dxa& qT1BRT
UJCdO5DQUFTa2Fadj | 4ekcyK21HNKJBTnFFAEX6ZFROc2F4alRnMrpnmirnB2e St LaXMKakdqUW UWDN3Tj cy Ui dFRWIYZ1AvKOJWTNZERO9
ZZnmRz SmiLnVnFHc UMbyt vIVEl 3UURBTOJNTI ZI UThCQWY4 RQp CQUL DOXFRAOR3WURW) BUQVFI LOJBVXdBdOVCL3pBZEINnTI ZI UTRFRndRV
VR2VOJIXTW yUz| EeXdJI Mz BhU3Q4Ckt LUOXucVl 3QRdZSUt vVkI 6aj BFQXdJRFI3QXdSQUI nTGs2SndEanNVRG OCeH vMUM W pCek43aW
GUnJhT3I KbXoz REs3RLNNe@DSUZj SVKOTzl vVnNsUTBr eDl pMM4WMYZzeThTSz1 3¢ ENx St 4RV QXhNUTgKL SOt LS1FTkQyQOVSVEI GS
UNBVEUt LSOt LQo="

}
}

"users": [
{
"nanme": "multi-device-cluster-seedserver",
"user": {
"t oken":

"eyJhbCci O JSUzI INi | sl nt pZCl 61 mklaVWwkNXBWkKt kYnVpZTFFSOxr X3JpRTZOc EOSRFpiVRXj bnBzZTJIXS! ki f Q
eyJpc3M QO Jr dWII cnbl dGVzL3N cnZpY2VhY2NvdWs0l i wi a3Vi ZXJuZXRl cy5pby9zZXJ2aWNl YWN b3VudCOuYWLI ¢3BhY2Ui G Jt dW
x0aS1kZXZpY2Ut Y2x1c3Rl ci 1zZWkc2VydnWyl i wi a3Vi ZXJuZXRI cy5pby9zZXJ2aVWNl YWN b3VudC9z ZWNy ZXQubntt ZS| 61 mL1bHRp
LWR dml j ZS1j bHVZdGWLXN ZWRzZXJ2ZXI t d@r ZWAt ZGlwbnoi LCIr dWI cnbl dGVzLm vL3N cnZpY2VhY2NvdWs0L3N cnZpY2Ut YW
N b3VudC5uYWLI | j 0i bXVsdGkt ZGvV2aWNl LWNsdXNOZXI t c2VlI ZHNI cnZl ci | sI nt 1YmVybnmVOZXMuaWBvc2Vydm j ZWFj Y291bnQuec2Vy
dm j ZS1hY2NvdWs0LNnVpZCl 61 m xNDVMBNz ZhLTRmVE @ NG 5MS04NDAWLThj Nzl i Yj c4MzEyNCI sl nN1Yi | 61 nN5c3RI bTpzZXJ2aWN YW
N b3VudDpt dWk0aS1kZXZpY2Ut Y2x1c3Rl ci 1zZWkc2Vydmvy OmL1bHRpLWRI dm j ZS1j bHVZdGVWYLXNI ZWRzZXJ2ZXI i f Q
r YNLRnmut awlAAyx- 3pl Ov_hdai XGhpbEQ 2nC S9sGEj K49ZqSnmNasx9nHMB2YBF1l Bkml OCez95r kj doui SOU_08DpBoxOCEGzd2r _01kk-
96LsEUXb7DOgkwWNSFvT -
CKI k2dRK3k0v40U9j 4Vsx8Va3r G j RMDCIN0LO7PPkbEk 10x0S8sWe9gs OpCt 3c VWFF57LwAb6hQZRBLVIUNcwW25_f gF1gBCi t GB4W cB
1z5_DKNJ2B1bPI SIQyPWMANQvr INVX- - | Vr Xel b7DBI -
JA7S6r EXW9Get Av2mmgUt e6j vsB5j 7yLWecN1xDk_r BLZsOhOghf 6ckZp8bLBbg"

}
}

"contexts": [

{

"nanme": "multi-device-cluster-seedserver",
"context":
"cluster": "nulti-device-cluster-seedserver",
"user": "nmulti-device-cluster-seedserver"

}

urrent-context": "nulti-device-cluster-seedserver"

]


https://192.168.254.180:6443/
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