Agent Working Group
Leadership

Working Group Chair: Doug Larson

Mailing List

® Agent mail alias: open-horizon-agent@lists.lfedge.org
® To subscribe or unsubscribe via the World Wide Web, visit: https:/lists.lfedge.org/g/open-horizon-agent

Discussion Forum

® #open-horizon-agent on https://chat.Ifx.linuxfoundation.org/

Meeting Time

® Agent Meetings are open to the public, and are held bi-weekly, starting July 27th 2020.
® Agent Working Group meetings are held every other Monday at 8:30am PT (find your local time here)

® To subscribe to the meeting invitation, please visit Community Meetings & Calendar: https://lists.lfedge.org/g/open-horizon-agent/calendar

LF Edge Working Group 2 is inviting you to a scheduled Zoom meeting.

Topic: Open Horizon Agent WG Meeting
Time: Oct 5, 2020 08:30 AM Pacific Time (US and Canada)
Every 2 weeks on Mon, until Dec 11, 2023

Please download and import the following iCalendar (.ics) files to your calendar system.
Weekly: https://zoom.us/meeting/tJAkf-mvgT4jEtGjQRITcROfQH_K8nJW8sNA/ics?icsToken=98tyKuCspzMgHdOQuURGCRowIHYqgc-
3wtiVE]j7d6li7XDxRQUCzwB8p9GepxOu-I

Join Zoom Meeting
https://zoom.us/j/94980775985?pwd=clkObFhwVU5SNVFLalJUWHZZNTRDQTO09

Meeting ID: 949 8077 5985

Passcode: 177315

One tap mobile
+13462487799,,94980775985# US (Houston)
+16699006833,,94980775985# US (San Jose)

Dial by your location

+1 346 248 7799 US (Houston)

+1 669 900 6833 US (San Jose)

+1 253 215 8782 US (Tacoma)

+1 312 626 6799 US (Chicago)

+1 929 205 6099 US (New York)
+1 301 715 8592 US (Germantown)
888 788 0099 US Toll-free

877 853 5247 US Toll-free

Meeting ID: 949 8077 5985

Find your local number: https://zoom.us/u/avOXQgb3W

Working Group Meeting Minutes

2023

January 23: Meeting / Slides / Recording
February 06: Meeting / Recording
February 20: Meeting / Recording

March 06: Meeting / Recording

March 20:

April 03:

April 17:

May 01:

May 15:

May-29:
June 12:
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June 26:
July 10:
July 24:
August 07:
August 21:

September04-
September 18:
October 02:
October 16:
October 30:
November 13:
November 27:
December 11:

2022

January 10: Cancelled, see chat room for details.
January 24: Cancelled

February 7: Slides, Recording, Jeff Kinard's slides on node policy v2 changes
February 21: Cancelled

March 7: Slides, Recording

March 21: Slides, mimik-integration-slides, Recording
April 4: Slides, Recording

April 18: Slides, Recording

May 2: Slides, Recording

May 16: cancelled

May 30: cancelled

June 13: Slides, Recording

June 27: Slides, Recording

July 11: Slides, Recording (the second video)
July 25: Cancelled

August 8: Slides, Recording

August 22: Cancelled

Sept 5: Cancelled

Sept 19: Slides, Recording

Oct 3: Slides, Recording

Oct 17: Cancelled

Oct 31: Slides, Recording

Nov 14: Slides, Recording

Nov 28: Meeting, Slides, Recording

Dec 12: Meeting, Slides, Recording

Dec 26: Cancelled

2021

Jan 11, 2021: Slides, Recording
Jan 25, 2021: Cancelled

Feb 8, 2021: Slides, Recording
Feb 22, 2021: Slides. Recording
Mar 8, 2021: Cancelled

Mar 22, 2021: Slides, Recording
Apr 5, 2021: Slides, Recording
Apr 19, 2021: Cancelled

May 3, 2021: Slides, Recording
May 17, 2021: Slides, Recording
May 31. 2021: Cancelled

June 14, 2021: Slides, Recording
June 28, 2021: Slides, Recording
July 12, 2021: Slides, Recording
July 26, 2021: Slides, Recording
Aug 9, 2021: Slides, Recording
Aug 23, 2021: Slides, Recording
Oct 4, 2021: Cancelled - no agenda items
Oct 18, 2021: Slides, Recording
Nov 1, 2021: Cancelled

Nov 15, 2021: Cancelled

Nov 29, 2021: Cancelled

Dec 13, 2021: Cancelled

Dec 27, 2021: Cancelled

2020

Jul 27, 2020: Slides, Meeting Minutes; Meeting Recording, Shared Links

Aug 10, 2020: Slides, Meeting Minutes; Meeting Recording, Shared Links for August 10, 2020.html
Aug 24, 2020: Slides, Meeting Recording

Sep 21, 2020: Slides, Recording

Oct 5, 2020: Slides—Recordinrg - Meeting was cancelled

Oct 19, 2020: Slides, Recording

Nov 2, 2020: Slides, Recording

Nov 30, 2020: Slides, Recording
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https://wiki.lfedge.org/download/attachments/28403601/Open%20Horizon%20-%20Agent%20Working%20Group%20mtg%202022-06-13.pdf?version=1&modificationDate=1654872803582&api=v2
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https://wiki.lfedge.org/download/attachments/28403601/Open%20Horizon%20-%20Agent%20Working%20Group%20mtg%202022-08-08.pdf?version=1&modificationDate=1659957676282&api=v2
https://zoom.us/rec/share/4kCnxO8bwOE10NOmysWkEPFK_edZ_BAcpStJSV4VXfhllXtlbAz3acCKhjya7bGm.diCGLC3J27l2K1ts?startTime=1659972797000
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https://wiki.lfedge.org/download/attachments/28403601/Open%20Horizon%20-%20Agent%20Working%20Group%20mtg%202022-10-03.pptx?version=1&modificationDate=1664798129881&api=v2
https://wiki.lfedge.org/download/attachments/28403601/Open%20Horizon%20-%20Agent%20Working%20Group%20mtg%202022-10-31.pdf?version=1&modificationDate=1667216524251&api=v2
https://wiki.lfedge.org/download/attachments/65896603/Open%20Horizon%20-%20Agent%20Working%20Group%20mtg%202022-11-14.pdf?api=v2
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https://wiki.lfedge.org/download/attachments/28403601/Open%20Horizon%20-%20Agent%20Working%20Group%20mtg%202022-12-12.pdf?api=v2
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https://zoom.us/rec/share/-B-QYkbVPVmisi6KJn9yFZiKi66Ykn7imrBVnbVaQLteYmSusZ8Kz-mORCO7yWMZ.wQ4-narF0oPnDyDl
https://wiki.lfedge.org/download/attachments/28403601/Open%20Horizon%20-%20Agent%20Working%20Group%20mtg%202021-02-08.pdf?version=1&modificationDate=1611577450106&api=v2
https://zoom.us/rec/share/4NoXLKYInPGQqfaQlrvNRse6WRl_cyaDIyZRdIdv0P66SKw2HNybvR2mSda1Xui8.xLI3-TROPpIYdlEj?startTime=1612801758000
https://wiki.lfedge.org/download/attachments/28403601/Open%20Horizon%20-%20Agent%20Working%20Group%20mtg%202021-02-22.pdf?version=1&modificationDate=1613998276809&api=v2
https://zoom.us/rec/share/qVpbsuHa2wsiqwHoZW-A2ZYqv_t2GVkFah1KV8WHiA95wkfIN4aJoAQbYdHgfAtN.fYuK6MUmjBPCEiwt?startTime=1614011237000
https://wiki.lfedge.org/download/attachments/28403601/Open%20Horizon%20-%20Agent%20Working%20Group%20mtg%202021-03-22.pdf?version=1&modificationDate=1616415706662&api=v2
https://zoom.us/rec/share/Zesq4AJDV_3sjv5GGsqOmeVaNyXt_eW9pgwtqTtM3x1V2abDO5bgWJ23DEiyI8Rh.LuTvRZ3o0_T1Rxdx
https://wiki.lfedge.org/download/attachments/28403601/Open%20Horizon%20-%20Agent%20Working%20Group%20mtg%202021-04-05.pdf?version=1&modificationDate=1617370178057&api=v2
https://zoom.us/rec/share/_5JgaeP-f_ProU6gQg3vf0LDWw5clgJvPrrTYog8dTw-3InKkMYXKkZE3j2DUcMw.mouP3jCWy7nDl1CE
https://wiki.lfedge.org/download/attachments/28403601/Open%20Horizon%20-%20Agent%20Working%20Group%20mtg%202021-05-03.pdf?version=1&modificationDate=1620042635882&api=v2
https://zoom.us/rec/share/udCx51tmgLw1Tdxo8R_FNb5fbT7RxlH5Bhayz4Sg0-0y70vDsQN3pOXNSpb3EnFJ.6BxJVP-PShIl_kI4
https://wiki.lfedge.org/download/attachments/28403601/Open%20Horizon%20-%20Agent%20Working%20Group%20mtg%202021-05-17.pdf?version=1&modificationDate=1621020869473&api=v2
https://zoom.us/rec/share/RzghzCiWyzCBxbvo8awyFFSnxHyAw3o-ez_GmF_dxeB4jBB19ixw2aGJ2IS__-WA.62elFY3Y6wsEeq67
https://wiki.lfedge.org/download/attachments/28403601/Open%20Horizon%20-%20Agent%20Working%20Group%20mtg%202021-06-14.pdf?version=1&modificationDate=1623663899156&api=v2
https://zoom.us/rec/share/SE_4EEBJBF1eD5ArrMzHAx4gk82g6ttLqQqkiGkNzj6rkB9300EcE6ODaxa6UYti.nU4qjUSKAVNWhAtb
https://wiki.lfedge.org/download/attachments/28403601/Open%20Horizon%20-%20Agent%20Working%20Group%20mtg%202021-06-28.pdf?version=1&modificationDate=1624883419964&api=v2
https://zoom.us/rec/share/jzYtDoTObySzp36dIwCHnYmgPQ6hVjUTBZ2TM0tfTpqNThPGSAQA-ly71di97rPx.Bgkt0IC7LI6dMx6K
https://wiki.lfedge.org/download/attachments/28403601/Open%20Horizon%20-%20Agent%20Working%20Group%20mtg%202021-07-12.pdf?version=1&modificationDate=1626093938019&api=v2
https://zoom.us/rec/share/hkaOiFy5czC3IogUCfpaAUOw_ZYGnSU17dZGMKnSQvgv8mQV3IvgV-R5OVTEQbxv.cRP98f5Inp8iulTf
https://wiki.lfedge.org/download/attachments/28403601/Open%20Horizon%20-%20Agent%20Working%20Group%20mtg%202021-07-26.pdf?version=2&modificationDate=1627312512435&api=v2
https://zoom.us/rec/share/KQLJAM70qht5RCt1K8D-z7B0TW4ONLROuRkxcIVF0-n1wJOL47Q6rR1Ij421uxka.96yxgZNca0OCl-n0?startTime=1627313293000
https://wiki.lfedge.org/download/attachments/28403601/Open%20Horizon%20-%20Agent%20Working%20Group%20mtg%202021-08-09.pdf?version=1&modificationDate=1628513614277&api=v2
https://zoom.us/rec/share/2M6GYB3HeqyNLyqVTzuTZLOuPhVVQNqTVQZqs4JJdxIzUfX_iCbsvXqbwYl59OPh.ny6o483C0HI_wep2
https://wiki.lfedge.org/download/attachments/28403601/Open%20Horizon%20-%20Agent%20Working%20Group%20mtg%202021-08-23.pdf?version=1&modificationDate=1629719266245&api=v2
https://zoom.us/rec/share/GseECwdEaQRSVIQXKj1tSfMs-l10B1VN0huIJtHDA9mKQpEd_ziYCofgeYsLYhsa.mgqIwoJQbbrSaHpP?startTime=1629732665000
https://wiki.lfedge.org/download/attachments/28403601/Open%20Horizon%20-%20Agent%20Working%20Group%20mtg%202021-10-18.pdf?version=1&modificationDate=1634323037505&api=v2
https://wiki.lfedge.org/download/attachments/28403601/Open%20Horizon%20-%20Agent%20Working%20Group%20mtg%202020-07-27.pptx?api=v2
https://wiki.lfedge.org/download/attachments/28403601/GMT20200727-153313_Open-Horiz.transcript.vtt?version=1&modificationDate=1595882250612&api=v2
https://zoom.us/rec/share/tPFREb__zGpObc-V10GPVPA6IKT7eaa81iUbrPcOz0nRkgZlvoon4BvQjZ_73kqH?startTime=1595863993000
https://wiki.lfedge.org/download/attachments/28403601/GMT20200727-153313_Open-Horiz.txt?version=1&modificationDate=1595882325636&api=v2
https://wiki.lfedge.org/download/attachments/28403601/Open%20Horizon%20-%20Agent%20Working%20Group%20mtg%202020-08-10.pptx?api=v2
https://zoom.us/rec/play/uJV_dOqhp2g3TNLGswSDAqMvW47uffmsgylM8_AMzE_hWngLYACmbrEQYbR6DRGSdV9GsMJms2rXWT5P
https://wiki.lfedge.org/download/attachments/28403601/Shared%20Links%20for%20August%2010%2C%202020.html?version=1&modificationDate=1597070198683&api=v2
https://wiki.lfedge.org/download/attachments/28403601/Open%20Horizon%20-%20Agent%20Working%20Group%20mtg%202020-08-24.pdf?api=v2
https://zoom.us/rec/share/6eheFpXwq3JLYo3duXDBf7wDLp-5T6a82nRN-vRfzUuBm-ELkKqZmz1kthR-uAAf?startTime=1598282577000
https://wiki.lfedge.org/download/attachments/28403601/Open%20Horizon%20-%20Agent%20Working%20Group%20mtg%202020-09-21.pdf?version=1&modificationDate=1600627810359&api=v2
https://zoom.us/rec/share/Rar733oTTl30iehq3KwQXKgYDguUUHEN1hDNkBE3vApdw--lG4vB60WeKWTZt9FX.ySveTAnxYcL47qPT?startTime=1600702150000
https://wiki.lfedge.org/download/attachments/28403601/Open%20Horizon%20-%20Agent%20Working%20Group%20mtg%202020-10-19.pdf?version=1&modificationDate=1602786804631&api=v2
https://zoom.us/rec/share/IEVDF9FtYCeVMPwP2lH63S5IP6t0BvtvvEtZmy-KIlS_KLyTK9xRNdxOX0yucUME.r2xyAm-c2A1xFAji?startTime=1603121337000
https://wiki.lfedge.org/download/attachments/28403601/Open%20Horizon%20-%20Agent%20Working%20Group%20mtg%202020-11-2.pdf?version=1&modificationDate=1604087949895&api=v2
https://zoom.us/rec/share/duTRc2iweD4_8N89JXUeNksazW6_vuExbXVla2fwQOO2IyZ1GDJUil_4EFVlBk89.Rf1i-zMC9AwsZUzw?startTime=1604334211000
https://wiki.lfedge.org/download/attachments/28403601/Open%20Horizon%20-%20Agent%20Working%20Group%20mtg%202020-11-30.pdf?version=1&modificationDate=1606743058707&api=v2
https://zoom.us/rec/share/B_WT-eyKRWUnz76wEwAWJPgQ9WoJ-ZNHprBIFY57NeFWqfapJKdKf1KRrfCdQPL3.1RHcMj3pxKD8UopY

® Dec 14, 2020: Cancelled
® Dec 28, 2020: Cancelled

Sub-groups

2023

AccuKnox has proposed an Isolation-centric workstream. A sub-group has been formed and meets Wednesdays at 12 noon ET/9am PT.

® [nitial meeting 2023-07-26, recording: 35 minutes
® Discussed options, capabilities, and eventually actionable goals. AccuKnox will create a Feature Candidate proposal containing our notes
from the meeting.

Ideas:

1. If an attack is in progress or there is some other security policy violation, how should that information be surfaced from KubeArmor
to Open Horizon? What should OH do about it? Should we extend the deployment policy to allow constraints to address and
potentially terminate the agreement?

2. How should OH/IEAM integrate with KubeArmor and Discovery Engine? DE includes thresholds and targets for notifications, as well
as automated security policy generation.

3. How do we address Day 1 deployment of KubeArmor? Only use their containerized version and deploy that way? Or extend our
agent installation script to allow installing systems version of KubeArmor?

4. How should OH facilitate KubeArmor control plane messaging through anax?

2022
AccuKnox presented a proposal to the TSC for a series of POCs solving security use cases. We've formed a 2022 sub-group to evaluate those.
POC Zero:

® Target environment is x86-based hosts, device agent

® Goal is to observe/audit Agent interactions, generate policy based on those interactions, and enforce the policy

® Services will be deployed during observation and enforcement but not observed

POC One:

® Target environment is x86-based hosts, device agent
® Goal is to observe/audit Docker-based applications and their interactions, generate policy based on those interactions, and enforce the policy

2022 Meeting:
® Feb 25: Recording
® June 13: Slides, Recording

® June 27: Recording (demo begins at 7:05 in the recording)
® August 8: Final demo of POCs zero and one (demo begins at 1:12 in the recording)

Documents

* TBA


https://zoom.us/rec/play/0gs-ZwGJ_9N1jqzIP1cMRJ2CiSDV_IJEsAfp9w_OD52xfa5SGZ3LzXlZwdjQ2PJzcojCo8jsZJXF8TjP.eZEM5niHLqj_y-QQ
https://zoom.us/rec/share/PWh5HskdaM-C42xfc_ugGQK0i1rPRcOAMWNOTGFZyegkr4IQ_gUf0eLXnsS1QBNK.bRUy93SBBtZzSXY3?startTime=1645801331000
https://zoom.us/rec/share/9RXqPqiHyjQqhxU8Wbn8evScEW4iLCGB5iyqP_-JylSc4GRzABJyTqQuVuraVQqc.kNZ8ZrMoqzMJq7H9?startTime=1655134422000
https://zoom.us/rec/share/hOU0um-xSBmoz4Xj93pMCYKu-W7HE32m-EaY6N6TmRyM6prmlk_ejGimr1rqJAjF._BWxfVbCxnzScRmc?startTime=1656343780000
https://zoom.us/rec/share/4kCnxO8bwOE10NOmysWkEPFK_edZ_BAcpStJSV4VXfhllXtlbAz3acCKhjya7bGm.diCGLC3J27l2K1ts?startTime=1659972797000
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